In this paper, we propose to improve the security performance of a recently proposed color image encryption algorithm which is based on multi-chaotic systems. The existing cryptosystem employed a pixel-chaotic-shuffle mechanism to encrypt images, in which the generation of shuffling sequences are independent to the plain-image/cipherimage. As a result, it fails to the chosen-plaintext and known-plaintext attacks. Moreover, the statistical features of the cryptosystem are not up to the standard. Therefore, the security improvements are framed to make the above attacks infeasible and enhance the statistical features as well. It is achieved by modifying the pixel-chaotic-shuffle mechanism and adding a new pixel-chaotic-diffusion mechanism to it. The keys for diffusion of pixels are extracted from the same chaotic sequences generated in the previous stage. The simulation analyses and studies are performed to demonstrate that the updated version of cryptosystem has better statistical features and resistant to the chosen-plaintext and knownplaintext attacks than the existing algorithm.
Introduction
In today's world of technological advancements in web, multimedia and wireless networks, the multimedia data such as digital images, audio, video becomes a crucial means of communication. It leads to easiness in unauthorized access, illegal usage, malicious alteration and disruption of sensitive multimedia data for intruders and attackers. So, there is an increasing demand for building robust and coupled Logistic map is employed to generate parameters of substitution. Patidar et al. [13] presented a loss-less symmetric color image encryption algorithm based on chaotic 2D standard map and 1D Logistic map. In their algorithm, there are four rounds: two rounds for substitution/confusion and two rounds for diffusion. The first round of substitution/confusion is achieved with the help of intermediate XORing keys calculated from secret key. Then rounds for horizontal and vertical diffusions are completed by mixing the properties of horizontally and vertically adjacent pixels, respectively. In the last round, substitution/confusion is accomplished by generating an intermediate chaotic key stream image using chaotic standard and logistic maps. Tang et al. [14] suggested a new image encryption scheme using coupled map lattices (CML) with time-varying delays. A discretized tent map is employed to permute the positions of image pixels and a delayed CML is used to confuse the relationship between the plain-image and the cipher-image. The features of fourth-order hyper-chaotic system are improved and explored by Zhu [15] for designing an image encryption method. In [16] , a new image encryption scheme based on coupling of chaotic function and XOR operator is provided. The scheme has the features of high security, sensitivity and randomness. Hongjun et al. [17] designed a stream-cipher algorithm based on one-time keys and robust chaotic maps in order to get high security and improved dynamical degradation, where the initial conditions are generated by the MD5 of mouse positions. This makes the algorithm robust against noise and makes known attacks infeasible. In [18] , the authors proposed an image encryption algorithm by exploring the features of DNA computing and chaotic logistic function.
In 2009, Huang et al. [20] proposed pixel-chaotic-shuffle based color image encryption algorithm. The algorithm uses four three-dimensional chaotic systems for pixels bits shuffling. Solak et al. [22] breaks their scheme successfully by cracking the shuffling sequences that are equivalent keys of cryptosystem. This paper presents security improvements to make existing cryptosystem robust against Solak et al. attacks and to enhance its statistical features.
Proposed Security Improvements
The Huang et al. [20] proposed a pixel-chaotic-shuffle mechanism which utilizes four 3D chaotic systems namely the Henon map, the Lorenz map, the Chua map and the Rossler map for encrypting color images. The four 3D chaotic systems used in the design are described by Eqns (1)-(4) in Section 2.1 of Ref. [20] . We refer them as Eqns (1)-(4) in the later part of this paper. These chaotic systems are iterated and processed to generate the shuffling sequences. In pixel-chaotic-shuffle mechanism, the whole idea of encryption of RBG images involves two phases. In the first phase, the bits of binarized-image component are permuted vertically by performing column-wise indexing and shuffling. In the second phase, the 8-bits of each pixels of image component are rearranged horizontally within themselves through row-wise indexing and shuffling. One major shortcoming of Huang et al. algorithm is that the generation of shuffling sequences is independent to the pending plain-image or the cipher-image. As a consequence, it generates same sequences for encrypting different plain-images. Another reason which makes the work of attacker easier is that each color component of plain-image is processed separately and independently. These shortcomings facilitate the cryptanalysts Solak et al. [22] to break their algorithm.
We propose security improvements in Huang et al. algorithm with similar basic description, parameters and functions used. The improvements are framed to rule out the aforesaid shortcomings of the existing method. A modified pixel-chaotic-shuffle mechanism is presented to (1) create a dependency of twelve shuffling sequences to the plain-image to be encrypted and (2) process three components of color image collectively and dependently. Moreover, the modified pixel-chaotic-shuffle mechanism is appended by proposed pixel-chaotic-diffusion mechanism to enhance the statistical features of updated version. As a result, the improvements make the cryptanalysis, executed in [22] , infeasible and also improves the statistical features of cryptosystem.
The plaintext color image P of size m×n×3, is first vectorized using raster-scan method (in R→G→B order) to obtain an array of size N×3, where N = mn. The pixel's intensity values are decomposed into its binary equivalents of 8-bit format to form a binary image matrix ξ of size N×24. To make the shuffling sequences dependent on plain-image, the total number of 1s in binarized color image ξ is calculated, let it be ∆. The four parameters N H , N L , N C and N R are evaluated based on the value of ∆. The four chaotic systems with specified key parameters are iterated for N H , N L , N C and N R times and resulted chaotic values are discarded. It is done to achieve two purposes: (1) to establish a relation between the plain-image and the chaotic sequences or eventually the shuffling sequences and (2) to remove the transient effect of the chaotic systems used. The future trajectories of the four systems are solely controlled by the parameter ∆, which is specific to the pending plain-image. Thus, it extracts information from the plain-image and utilizes it to iterate the chaotic systems. Consequently, an entirely different set of sequences are generated when encrypting a slightly different plain-image. It plays a key role in defeating the potential chosen-plaintext attack and known-plaintext attack. The 24-bits of each row of binary image matrix ξ is manually arranged in a manner shown in Figure 1 , to bring the initial confusion among RGB pixels, let Ψ rgb be the matrix obtained. This way establishing the dependency of components on each other, this in turn increases the computation of cryptanalysis. Thus 8-bit pixel of each R, G, B component, that was shuffled individually in [20] , is replaced by 24-bit pattern for each RGB pixel in the updated version. The procedure is then followed by column-wise indexing and shuffling, row-wise indexing and shuffling and pixel-chaotic-diffusion.
The following twelve chaotic sequences are obtained on applying next mn iterations to each chaotic systems,
To improve their stochasticity and randomness, these sequences are preprocessed using following formulation [10] , where k = 1, 2, ……, mn.
Now, each member of the sequences lies in the interval of (0, 1). To quantify the randomness of above preprocessed sequences, they are transformed to binary sequences bSeqX, bSeqY and bSeqZ using a threshold of θ = 0.5 by Eqn. (6)- (8) . The standard NIST statistical test suite [29] is applied to evaluate the randomness performance of these sequences.
The results of various statistical tests are listed in the Table 1 . It is clear from the Table that all twelve sequences successfully passed the randomness tests as the associated p_values are higher than 0.01. These stochastically better preprocessed sequences are utilized to produce shuffling and encryption key sequences in proposed improved version. The block diagram of the proposed algorithm is depicted in Figure 1 and the algorithmic steps are as follows:
Step 1. Read the color image P RGB and prepare it to get binary image matrix ξ rgb of size mn×24. Step 4. Select the initial conditions and parameters for the four chaotic systems.
Step 5. Iterate the four chaotic systems of Eqns (1)- (4) for N H , N L , N C and N R times and discard the chaotic values.
Step 6. Again iterate the chaotic systems of Eqns (1)- (4) for next mn times to capture the sequences X 1(µ,1) to X 4(µ,1) , Y 1(µ,1) to Y 4(µ,1) and Z 1(µ,1) to Z 4(µ,1) , where µ = 1, 2, 3, ..…, mn.
Step 7. Preprocess the chaotic sequences through Eqn. (5).
Step 
where sort(.) is a sequencing index function defined in [20] .
Step 9. Apply shuffle function sq(·) on Ψ rgb for column-wise shuffling as shown in Figure 3 
and Ψ rgbµi is the ith bit of the µth row of matrix Ψ rgb .
Step 10. Perform row-wise shuffling of bits within each row of matrix Ψ ergb obtained in above step in pairs of 2 using indices obtained in Step 7. Let the matrix obtained be Ψ srgb of size mn×24.
Step 11. Prepare the shuffled binary image matrix Ψ srgb to get RGB shuffled image S RGB of size m×n×3.
[Pixel-Chaotic-Diffusion Stage]
Step 12. Decompose the shuffled image S RGB into three gray-scale images of S R (red), S G (green) and S B (blue), arrange their pixels in raster-scan order to get three 1D sequences as:
Step 13. Extract the key sequences for diffusion using the preprocessed chaotic sequences 1 X
Step
Choose C R (0), C G (0) and C B (0).
Step 15. Iterate the following for j = 1 ~ mn.
the definition of Key is provided in Table 2 .
Step 16. Combine the encrypted gray-scale images C R , C G and C B to encrypted color image C RGB of size m×n×3. 
Experimental Analyses and Results
Same standard color image Lena of size 256×256×3 is taken as test image to justify the improved security and robustness performance of proposed version. The two algorithms under consideration are implemented in MATLAB. The following simulation analyses are carried out to evaluate the security performance of both the algorithms.
Histogram Analysis
Image encryption performance evaluation via histograms is an effective criterion. Image histogram illustrates how pixels in an image are distributed. The histograms of R, G, B components of original Lena image and its encrypted image using existing algorithm are shown in Figure 4 . 
Mean Gray Value Analysis
In the proposed version, the statistical properties of color plain-images are improved in such a manner that encrypted images have good balance property. To quantify the balance property of images, the mean gray values of plain-image and encrypted images are evaluated and listed in Table 3 . As can be seen from scores that no matter how gray-values of plain-image are distributed, the mean grayvalues of encrypted images come out closer to 127.5 (ideal value for a gray-scale perfect noise image) as compared to the existing cryptosystem. This shows that the improved version doesn't provide any information regarding the distribution of gray values to the attacker in the encrypted images. 
Chi-Square Analysis
The security performance of an encryption method is also quantified through chi-square test [30] . It is a statistical test used to examine the variations of data from the expected value. The chisquare parameter χ2 is defined as:
Where i is number of gray values, P i and C i are observed and expected occurrence of each gray value (0 to 255), respectively. The less the value of chi-square χ 2 better will be the encryption performance of the scheme. The values of chi-square for images under study are listed in Table 4 . It can be observed that chi-square values for proposed method are extremely low as compared to the values obtained for the original image and Huang et al. encrypted image. The extremely low values of chi-square validate that the proposed method offers fairly high encryption effect. 
Correlation Analysis
The correlation between adjacent pixels of encrypted image should be as low as possible. For evaluating the correlation between the pixels in cipher image we randomly select pairs of adjacent pixels in image. The correlation coefficient is calculated as [19] . 
Where x and y are gray values of adjacent pixels and N is the total number of pairs of pixels of an image. The values of correlation coefficients for the proposed and existing algorithm are given in Table 5 . The proposed algorithm provides lower value of ρ as compared to existing algorithms, thus our algorithm outperforms both Huang et al. [20] and Xiao et al. [21] algorithms. 
Entropy Analysis
Information entropy of an image is a basic criterion used to depict the randomness of data. A greater value of information entropy shows a more uniform distribution of gray values of image. The entropy H of a message source M can be computed as:
Where p(m i ) represents the probability of symbol m i and the entropy is expressed in bits. If the source M = {m 0 , m 1 ,……, m 255 } emits 2 8 symbols with equal probability, then the entropy H(M) = 8, which corresponds to a true-random source and represents the ideal value of entropy for message source. It is clear that the entropy scores for proposed algorithm are higher and closer to the ideal value than those computed with existing algorithm. 
NPCR and UACI Analysis
The NPCR and UACI are two most significant quantities that quantify the strength of encryption algorithms. NPCR is the measure of absolute number of pixels change rate and UACI computes average difference of color intensities between two images when the change in one image is subtle. The NPCR and UACI values can be evaluated by Eqns. (12) and (13), where T denotes the largest supported gray-value compatible with image format, |·| denotes the absolute value function [31] . NPCR:
A pixel of plain-image P 1 is randomly chosen and is set to 0, let this new image be named P 2 . Let C 1 and C 2 be the cipher images of images P 1 and P 2 . NPCR and UACI values between C 1 and C 2 are calculated for the two schemes and listed in Table 7 . Sufficiently high NPCR/UACI scores for C 1 and C 2 are usually considered as strong resistance to differential attacks. The Table shows that a tiny change in the plain image results almost no change for existing cryptosystem. However, it causes a significantly large difference in proposed method i.e. the proposed version is highly sensitive to a small change in the plain-image. Now, the NPCR and UACI between P 1 and C 1 are evaluated and listed in Table 8 . The scores determine the deviation of encrypted image from its plain-image. It is evident from the comparison that the NPCR values are comparable and UACI scores are significantly better than the scores obtained with existing two algorithms. 
Resistance to CPA/KPA Attacks
In the proposed version, the generation of shuffling sequences is made dependent to the pending image information in such a way that a tiny different plain-image results in distinct shuffling sequences, which in turn produce totally different encrypted image. Moreover, the components of the pending image are processed collectively and dependently. These improvements make the attacks executed in [22] infeasible and impossible. So, proposed updated version can resist the chosenplaintext and known-plaintext attacks.
Conclusion
In this paper an updated version of color image encryption algorithm has been proposed. The shortcomings of existing technique are eliminated by dynamically changing the shuffling sequences whenever there is a tiny change in plain-image. It is achieved by extracting information specific to the pending plain-image and using it to generate the shuffling sequences. The R, G, B components of image are operated collectively and dependently. This guarantees the robustness of the proposed algorithm against CPA/KPA attacks. The statistical features of the algorithm are further bettered by adding a pixel-chaotic-diffusion stage to it, where the diffusion keys are obtained out of the chaotic sequences generated earlier. The NPCR and UACI scores show that proposed version is very sensitive to a slight change in the plain-image. Several other simulation analyses and comparative studies validate the improved security performance of the proposed version.
